
Defzone 500ssl
 SSL/TLS and IPsec VPN gateway  SMB solution for
1 to 50 users  Integrates with LDAP and Active
Directory   Free SSL/TLS software client  Certificate
download page for clients 
   

Technical Specifications:

Hardware:  • Hub and Spoke Architecture ✔

 • Memory RAM 512Mb Logging:

 • Solid State Drive (SSD) 8Gb  • Remote Syslog Server ✔

 • Weight (kg) 4,5kgs  • SNMP ✔

 • Dimensions (WxDxH mm) 440 x 270 x 44  • Email Notification ✔

 • 19'' Rack Mountable ✔  • Internal Log Storage ✔

 • Power 100~240V AC  • Browse System Log ✔

Interfaces:  • Search in Log(s) ✔

 • 1000 Ethernet ports 4 SSL/TLS

 • Flex Port (LAN/WAN/DMZ) 3  • Free Software Client Available ✔

 • WAN Port 1  • Clients Support XP,Vista 32-64Bit ✔

System Performance:  • Certificate Handling On Appliance ✔

 • Recommended Users 50  • AD Integration ✔

Documentation: System Management:

 • Manual ✔  • User Interface (HTTPS) ✔

 • Online FAQ ✔  • SSH ✔

VPN:  • Permitted IP's ✔

 • PPTP Server ✔  • Remote Firmware Update ✔

 • IPSec ✔  • Individual Software Package Update ✔

 • SSL/TLS ✔  • Remote Config File Update ✔

 • Client Certificates ✔  • System Software Rollback ✔

 • Dedicated tunnels PPTP ✔ Diagnostic Tools:

 • Dedicated tunnels IPSec ✔  • Ping ✔

 • Dedicated tunnels SSL/TLS ✔  • Traceroute ✔

 • Group VPN ✔  • TCP Dump ✔

 • Encryption: DES ✔ Administration:

 • Encryption: Triple DES ✔  • Factory Defaults (Rollback) ✔

 • Encryption: AES ✔  • Download/Upload of Configuration ✔

 • Encryption: Twofish ✔  • Printout of Configuration (PDF) ✔

 • Encryption: Blowfish ✔  • Harddisk Free Space Indication ✔

 • Authentication: SHA1 ✔  • Show Running Processes ✔

 • Authentication: SHA2 ✔ User Authentication:

 • Authentication: MD5 ✔  • LDAP ✔

 • IKE autokey ✔  • Internal Database ✔

 • PPTP Passthrough ✔  • LDAP Group and User Management ✔

 • L2TP Passthrough ✔  • Active Directory (Read-only) ✔

 • IPSec Passthrough ✔ Regulation:

 • IPSec NAT traversal ✔  • CE ✔

 • PFS (Perfect Forward Secrecy) ✔  • FCC Class B ✔
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 • Dead Peer Detection ✔ Warranty:

 • Aggressive Mode ✔  • 1 Year Warranty ✔

 • Preshared Key ✔  • 1 Year Swap ✔

 • IPSec Logging ✔

 • IPSec Usage Statistics ✔

 • NetBios over VPN ✔

Defzone firewall solutions.
The speed of trust !
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